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By the end of this
talk...

You will know how to build — from scratch:

B Observability: crash alerts without Datadog
e Wl Analytics: visitor tracking without Google

e # Deploy: CI/CD without Vercel

e @ Security: bot blocking without Cloudflare

On a €4 VPS. With Al as your pair programmetr.




Who Am I? §

Alessandro Romano

e Senior Engineering Manager at Mollie =
e Father of 2
e "| like to understand how things work" *.




When did you last
configure a server?

Last year?

5 years ago’?

Never?




What PaaS gave us &

e Zero server configuration

e |nstant SSL, CDN, previews

e Focus on product, not infrastructure
e Push tomain. Done.







What we stopped
seeing

How an HTTP server routes traffic
How SSL certificates are renewed
OW processes restart after a crash
How logs are collected and stored
How deployments actually happen




Fear of what you don't
understand.




The rules changed.

Al-assisted development made it possible to
experiment faster than ever.




Al-Assisted
Development

Not just faster code.

Lower activation energy for learning new things.

Explore and deep dive.




I've been here before.

2006. A PHP site. A dream.




sftp://kinstalife@35.224.70.159:47780 - FileZilla

Host: sftp://35.224.70.158 Username: kinstalife Password: Port: 47780 Quickconnect g

Directory listing of "/www]kinstalife_268" successful
Retrieving directory listing of "/wwwjkinstalife_268!

Listing directory jwww/kinstalife_268

Directory listing of "/wwwikinstalife_268" successful
Retrieving directory listing of "wwwjkinstalife_268/public"...
Listing directory jwww/kinstalife_268/public

Directory listing of "/www]kinstalife_268/public” successful

©  Remote site: wwwikinstalife_268/public
stalife_268
? .ansible
¢ .ansible_async
¢ .cache
? .nano

.ssh

? wp-cli

? logs
? mysqleditor
? nrivate
Filename A Filesize Filetype Last modified Filename A Filesize Filetype Last modified  Permissions  Owner/Group
Applications Directory 07/07/2020 10: i
Library Directory 07/02/2020 15:0. conf Directory 07/01/2020 1... drwxr-xr-x  kinstalife ..
System Directory 01/01/2020 03:0.. wp-admin Directory  11/26/2019 drwxr-xr-x  kinstalife ...
Users Directory 01/01/2020 03:0. wp-content Directory ~ 07/01/20201... drwxr-xr-x kinstalife ..
Volumes Directory 07/04/2020 13:1. wp-includes Directory ~ 04/14/2020 ... drwxr-xr-x kinstalife ...
bin Directory 01/01/2020 03:0.,, =) _hiddenfile 0 File 07/07/2020 0... kinstalife ...
cores Directory 12/13/2019 17:07. _) .htaccess 0 File 02/21/2020 0. kinstalife
dev. Directory 07/04/2020 13:1. google36b71dff1 54 HTML do. 07/01/2020 1. kinstalife
2 files and 17 directories. Total size: At least 0 bytes 21 files and 4 directories. Total size: 167,522 bytes

Server/Local file Direction Remote file Size Priority  Status

Queued files | Failed transfers = Successful transfers

FileZilla

Drag & Drop

Queue: empty

Pray A




My tower PC*

< DynDNS
From Home (%




My new playground:
aleromano.com

1 month paternity leave
€4/month Hetzner VPS
No Paa$S & No Saa$S



https://aleromano.com/

4 pillars

1. Observability
2. Analytics

3. Deploy

4. Security




1/ Observability

systemd + Node.js + Telegram

A




What it monitors

8 telegram: {

9 botToken: process.env.TELEGRAM_BOT_TOKEN,
10 chatId: process.env.TELEGRAM CHAT _1ID,
1},




Alerts — Telegram

5 exec(cmd, (_, stdout) => {

6 (stdout.trim())

7 sendTelegramNotification(

8 "B <b>Errors in ${containerName}</b>\n\n<pre>${stdout}</pre>
9

I




e aleromano-o11y

@ Container Status Alert
¥ app-ngin

% VPS Monitoring Started

sailability

Logs Detected in app-app-1

VPS Monitoring Stopped

% VPS Monitoring Started

Error: Multi-1
Error: Multi-1
Error: Multi-1
Error: Multi-1
[ERROR] [@ j »] Error: Multi:
s not

[ERROR] [@ ] Error: Multi:
s not all,

Logs Detected in app-app-1

Error fetching GitHub commits: Error: tHub API

Failed to fetch GitHub commits: Error: GitHub API erraor
583




What is systemd?

The init system that Linux runs first on boot.

e Starts and stops services

e Restarts them on crash

e Manages dependencies between services

e Replaces cron, nohup, screen, forever, pm2




The systemd unit file

15 StandardOutput=append:/var/log/observability.log




But what if you need
graphs?

Dashboards? Retention? Alerting rules?

You need Prometheus + Loki + Grafana.

Sounds scary?




Grafana stack in
docker-compose

11 loki:
image: grafana/loki:latest
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Home

Starred

VPS Usage
Dashboards
Playlists
Snapshots

Library panels
Public dashboards
Explore

Alerting

Alert rules
Contact points
Notification policies
Silences

Groups

Admin
Connections

Add new connection
Data sources
Administration
General

Plugins and data

Users and access

i}

Home > Dashboards » Logs Overview ¥

App Error Lines (5m)

No data

App Logs

|> 2026-83-27 10:58:08.449 (no unique labels) SQLite database connection established successfully
|> 2p26-83-27 10:58:80.432 (no unique labels) Connecting to SQLite database at: /app/data/main.db
» 2026-83-27 10:29:58.539 (no unique labels) @9:29:58 [@astrojs/node] Server listening on
local: http://localhost:4321
network: http://172.18.8.9:4321
|> 2826-03-27 08:42:10.745 (no unique labels) Using cached Twitter data
|> 2026-63-27 08:33:46.553 (no unique labels) Using cached Twitter data
I) 2826-83-27 @8:33:44.558 (no unique labels) Using cached Twitter data
|> 2026-83-27 87:25:52.734 (no unique labels) Using cached Twitter data

&= cmd+k

Nginx 5xx Lines (5m)

5

0
07:30 08:00 08:30 08:00 09:30

-{

Nginx Logs

> 2026-83-27 13:22:38.167 (no unique labels)

» 2826-83-27 13:22:38.167

no unique labels)

> 20826-83-27 13:22:38.167 (no unique labels)

» 2826-83-27 13:22:38.167

ho unique labels)

++ o » &

© e [

@ LastBhours v Q) ) 30s v

10:00 10:30 1:00 1:30 12:00 12:30 13:00

93.34.65.35 - axel92 [27/Mar/2826:12:22:29 +B8@A] "POST /admin/obs/a
pi/frontend-metrics HTTP/2.8" 268 @ "https://aleromano.com/admin/ob
s/d/1logs-overview/logs-overview?orgld=1&refresh=38s" "Mozilla/5.8 (M
acintosh; Intel Mac 05 X 18_15_7) AppleWebKit/537.36 (KHTML, like Ge
cko) Chrome/146.8.8.8 Safari/537.36"

93.34.65.35 - axel92 [27/Mar/2026:12:22:19 +8808] "GET /admin/obs/pu
blic/fonts/roboto/L@xTDF4x1VMF-BfREBbXMIhJHgA5mwgGEF16_3vrtSM1J-gEPTS
Ese6hmHShemQ.woff2 HTTP/2.8" 288 22196 “https://aleromano.com/admin/
obs/public/build/grafana.dark.8c716fbcf63Beae84ced.css” "Mozilla/5.8
(Macintosh; Intel Mac 0S X 18_15_7) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/146.8.8.8 Safari/537.36"

93.34.65.35 - axel92 [27/Mar/2026:12:22:19 +0008] "POST /ac A D <
pi/ds/query?ds_type=loki&requestId=0163_1 HTTP/2.8" 288 18¢._
s://aleromano.com/admin/obs/d/logs-overview/logs-overview?orgld=1&re
fresh=38s" "Mozilla/5.8 (Macintosh; Intel Mac 0§ X 186_15_7) AppleWeb
Kit/537.36 (KHTML, like Gecko) Chrome/146.8.8.8 Safari/537.36"
93.34.65.35 - axel92 [27/Mar/2026:12:22:19 +8808] "POST /admin/obs/a
pi/ds/query?ds_type=lokifrequestId=Q162_1 HTTP/2.8" 208 4828 "http
s://aleromano.com/admin/obs/d/logs-overview/logs-overview?orgId=1&re
fresh=38s" "Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_15_7) AppleWeb
Kit/537.36 (KHTML, like Gecko) Chrome/146.8.8.8 Safari/537.36"

<
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= Home > Dashboards > VPS Usage
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Home
Starred

I VPS Usage
Dashboards
Playlists
Snapshots
Library panels
Public dashboards
Explore
Alerting
Alert rules
Contact points
Notification policies
Silences
Groups
Admin
Connections
Add new connection
Data sources
Administration
General
Plugins and data

Users and access

O CPU Used

5.6%

CPU Usage Trend (5m)

100%

-1

20%

Q Search or jump to...

Memory Used

30.7%

n

0%

07:30 08:00  08:30 08:00  09:30 10:00 10:30 1:00 1:30 12:00 12:30 13:00
== node_exporter:9100
Disk Usage Trend (/)
100%
80%
60%
a0%
20%
0%
07:30 08:00  08:30 08:00  09:30 10:00 10:30 00 1:30 12:00 12:30 13:00

= node_exporter:9100

E cmd+k

B & |Adv - @ Last6hours v Q

Disk Used (/)

95.7%

Memory Usage Trend

100%

80%

Network TX

+

@ » 8

30s v A

07:30 08:00 08:30 08:00  09:30 10:00 10:30 00 1:30 12:00 12:30 13:00
== node_exporter:9100
Network Throughput (RX/TX)
600 Bfs U_
400 Bfs
200 Bfs
0Bfs
07:30 08:00  08:30  09:00  09:30 10:00 10:30 1:00 1:30 12:00 12:30 13:00

== RX node_exporter:9100 == TX node_exporter:9100




2 / Analytics

TypeScript + SQLite + no
cookies




Client side: fire and
forget

10

11 (!shouldRespectPrivacy()) {
12 sendPageView();

13 initClickTracking();

14 initTimeTracking();

15 }




Server side: privacy by
o [<ITe]g

createHash('sha256').update(input).digest('hex"').substring(¢




SQLite: the database
you already have

e A file on disk — zero config, zero server
e Add it to Node.js with better-sqglite3
e Fast enough for millions of rows

e Full SQL: joins, aggregations, indexes

The right tool for a personal site.




The schema

12 analytics_events (
13 id INTEGER KEY AUTOINCREMENT,
14 visitor hash TEXT ,

15 event_type TEXT 5

—_——— g ——

- -~




Querying: top pages &
unique visitors

8
9 COUNT( visitor_hash) visitors
10 analytics visits

11 timestamp > strftime('%s', 'now’', 'start of day');




D 2 aleromano.com/admin/analytics

Alessandro Romano HOME ABOUT BLOG CONTACT

Analytics Dashboard

Total Page Views Unique Visitors Total Events

513 364 461

Daily Traffic

Visitors by Country

Avg. Time on Page

27m bs

Event Breakdown

Top Pages




3 / Deploy
GitHub Actions + Docker &




The Dockerfile




docker-compose:
wiring it all together

e One file defines every service — app, nginx,
SMTP relay

e Handles networking, volumes, and restart
policies

e Two files: docker-compose.yml (base) +
docker-compose.prod.yml (overrides)

e Asingle command brings the whole stack up or
down




The docker-
compose.yml




GitHub Actions: CI/CD
In 3 steps

Triggered on every push to main

e M Checkout code & authenticate to GHCR
e [ Build Docker image & push to registry
e B SSH into Hetzner & restart the stack

Free for public repos.




Step 1: checkout &
authenticate

4 - name: Log in to GitHub Container Registry
5 uses: docker/login-action@v3

6 with:

7 registry: ghcr.io

8 username: ${{ github.actor }}

9 password: ${{ secrets.GITHUB TOKEN }}




Step 2: build & push to
GHCR




Step 3: SSH into
Hetzner & deploy

docker image prune -f




4 [ Security

nginx rules, no Cloudflare @




Open your access logs.

4 185.220.101.4 "GET /?id=1 UNION SELECT username,password FROM users"

Your site runs Astro. They're looking for WordPress.




The internet is mostly
bots. &

e _env hunters looking for leaked secrets

e WWordPress scanners (your site runs Astro)
e SQL injection on a static blog

e Vulnerability scanners probing every port

Cloudflare hides this from you.

nginx shows you the truth.




444 — the silent drop

15 location ~* \.(php|asp|jsp|cgi)$ {




SQL injectionon a
static blog &

location ~* \?(.*)(select|union|insert|drop|delete)(.*)$ {
return 444;

¥

Someone tried to DROP TABLE my blog posts.




Rate limiting without
a WAF

Enough for you. Nothing for a brute force attack.




Let's Encrypt: free SSL
for everyone

e A non-profit Certificate Authority — trusted by
all browsers

e |ssues certificates in seconds, for free

e Valid 90 days — designed for automation

e Powers ~350 million active certificates

Before 2015: SSL cost €50-200/year per domain.




Certificate Viewer: aleromano.com

General Details

|ssued To

SHA-256
Fingerprints

Certificate

Public key




8

9 systemctl status certbot.timer




What you get without
Cloudflare

HTTPS with Let's Encrypt (free)

Bot blocking at the nginx layer

Rate limiting on sensitive routes

Security headers: HSTS, CSP, X-Frame-Options
Zero vendor dependency

Not better than Cloudflare.

But you built it. You understand it.




What we just built
together

e B Observability — Node.js daemon +
systemd + Telegram

e Bl Analytics — TypeScript + SQLite + SHA256
hashing

o # Deploy — Dockerfile + GitHub Actions +
Hetzner VPS

e @ Security — nginx 444 + rate limiting, no
WAF




Less magic.

More understanding.




The opportunity

Al + fundamentals = more work, not less.

For those who use Al and know the basics.




What you can go build
tomorrow

A 0-noise alerts

B Privacy-first analytics

# Full CI/CD pipeline

@ Bot & brute-force protection

Blog: aleromano.com | X: @_aleromano |
Linkedln: /in/alessandroromano92



https://aleromano.com/
https://x.com/_aleromano
https://linkedin.com/in/alessandroromano92
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